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neously, tracing the source of the alarm data was also challenging. To address these issues, an algorithm for physi-

cal layer alarm correlation in industrial control systems was proposed. The correlation between alarm variables was

quantified by analyzing the alarm start time and alarm end time in alarm records. Alarm variables were classified

and correlated under the guidance of relevance, and potential global alarm correlation structures were constructed.

Finally, the potential global alarm correlation structure was evaluated using the K2 algorithm. Additionally, the scor-

ing function of the K2 algorithm was improved to ensure the interpretability of the global alarm correlation struc-

ture. Experimental results demonstrate that the global alarm correlation structure obtained by this algorithm exhib-

its good interpretability and is more consistent with the real process flow. This structure is helpful in analyzing the

correlation between alarm variables at the physical layer and is of significant importance in guiding the security re-

sponse of industrial control systems.

Keywords: industrial control system security, alarm correlation, tracing the source of alarm, K2 algorithm
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Figure 1 Schematic of ICS hierarchy and security risks
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Figure2 Alarm records for sensor 1 and sensor 2
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Figure 3 The alarm quantity correlation structure generated based on the order of alarm quantity nodes
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